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Voor een testlab kan het prijzig zijn om voor de korte periode een certificaat te moeten aanschaffen. Met
Certify The Web draait er een LetsEncrypt services op een server die over poort 80 bereikbaar is. Hierdoor
is het mogelijk om LetsEncrypt certificaten te maken die geaccepteerd worden voor de Exchange Migratie.

Bij de deployment van de Exchange server is er rekening gehouden dat poort 80 bereikbaar moet zijn van
buiten af.
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CertifyTheWeb is al gedownload op de EXO1 en staat in de folder: C:\ExchangeDownload.

Dubbelklik op CertifyTheWeb_V5.6.8.exe

(O Setup - Certify The Web version 5.6.8 - X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

(Certify The Web - SSL Certificate Management
h :Jicer web.

Copyright (c) 2015-2022 Webprofusion Pty Ltd

This software is provided "as is”, without warranty of any kind,
express or imphed, induding but not limited to the warranties of
merchantability, fitness for a particular purpose and noninfringement.
In no event shall the authors or copyright holders be kable for any
claim, damages or other kability, whether in an action of contract,
tort or otherwise, arising from, out of or in connection with the
software or the use or other dealings in the software.

This app makes use of the following Open Source projects.

Please refer to each project website for full license details:

(U1 do not accept the agreement

[ (R

11 Accept the agreement en klik Next

(O Setup - Certify The Web version 5.6.8 - X

Select Destination Location
Where should Certify The Web be installed?

[ E Setup will install Certify The Web into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

| :\Program Files\CertifyTheWeb ll Browse...

At least 81.1 MB of free disk space is required.

o [ e ) [

2 Kies een path om te installeren
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(O Setup - Certify The Web version 5.6.8
Select Start Menu Folder
Where should Setup place the program's shortcuts?

o—
9= Setup wil create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse...

3 Klik op Next
O Setup - Certify The Web version 5.6.8

Completing the Certify The Web Setup
Wizard

Setup has finished installing Certify The Web on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

4 Klik op Finish
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Certify SSL/TLS Certificate Management [Community Edition]

O New Certificate C Renew All

Managed Certificates In Progress i
Edit ACME Account = O X
Filter...
Account Settings Advanced
To request certificates you need to register with each of the Certificate Authorities that uding Let's Encrypt, BuyPass Go,

you want to use.

3 f https://certifytheweb.com
Certificate Authority l Let's Encrypt v ; F ke

Email Address info@gettothe.cloud

The email address provided may be used to notify you of upcoming certificate renewals if
required. Invalid email addresses will be rejected by the Certificate Authority.

To proceed, confirm that you agree to the current terms | Yes | Agree
and conditions for this Certificate Authority. Ada’]

Register Contact Cancel

- Klik op New Certificate
- Vul een e-mail adres in en klik Yes, | Agree en vervolgens op Register Contact

Belangrijk!!

In de Azure portal is bij Virtual Machines het External IP adres van EX01 te vinden

Home >

Virtual machines = - X

gettotheclouddev (gettotheclouddev.onmicrosoft.com)

+ Create v 2 switchtoclassic (O Reservations £ Manageview (O Refresh L ExporttoCSV 5 Open query @ Assigntags [> start ' Restart [] Stop [i] Delete = Services v ¢ Maintenance

Filter for any field... Subscription == all Type == all Resource group == all X Location == all X +7 Add filter

No grouping v | [ Z= List view ~
D Name T Type Ty Subscription Ty Resource group Ty Location Ty Status Ty Operating system Ty  Size Ty Public IP address Ty | Disks Ty
D K pcot Virtual machine Visual Studio Enterpris-. GetToTheCloudTestlab West Europe Running Windows Standard_B2s 20.224.199.212 1
D B exo01 Virtual machine Visual Studio Enterpris... GetToTheCloudTestlab West Europe Running Windows Standard_B2ms 20.224.82.244 1
D B wint Virtual machine Visual Studio Enterpris... GETTOTHECLOUDTES... West Europe Running Windows Standard_B2s 20.224.86.82 1

Maak bij de Domeinhoster een A record voor mail.[JOUWDOMEIN].[EXT] aan naar dit IP adres.
Maak gelijk ook een CNAME record aan voor Autodiscover.[JOUWDOMEIN].[EXT] naar het A record.
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Certify SSL/TLS Certificate Management [Community Edition]

o New Certificate C Renew All

InProgress  Settings About

Filter...

Default Web Site (#
@ Default Web Site

No current certificate.

Save

m Delete

‘ Discard Changes

@ Test

Domains Advanced

Select domains from existing hostname bindings on an website or add the domains manually.
You can then select Request Certificate above or modify options as required. To specify a
custom CSR see the Advanced tab.

Select Site (optional): Default Web Site v

Add domains to certificate:

~
(¥

e.g. test.com, www.test.com or *.test.com

Domains and Subdomains to include:

0 £ Filter
PRIMARY = INCLUDE @ DOMAIN
() v mail.gettothecloud.eu

’ Request Certificate

Q

Certificate

Authorization

vd
Deployment
o
Tasks

[>]

Preview

5 voeg bij Add Domains het record van MAIL toe en klik op het PLUSJE. Daarna klikken op Request

Certificate
- ]
G 4 https://localhost/ecp/?ExchClientVer=15 - OCQMWOHSurdo_ pvl N %
4 certificates - Microsoft Exch... X ;_‘
(] Enterprise Office 365 LabAdmin v ? ~
Exchange admin center
recipients servers databases database availability groups virtual directories certificates
permissions
compliance management Select server: IEXO1.GetToTheCIcud.I<xal v
ol =
organization + lII] (SR
NAME STATUS EXPIRESON &
protection
| mail.gettothedoud.eu [Certify] - 5/3/2.  Valid 8/1/2022 I Certification authority-signed certificate A
mail flow - Issuer: CN=R3, O=Let's Encrypt, C=US
’ TenantEncryptionCert Valid 5/3/2023
Microsoft Exchange Server Auth Certific...  Valid 4/7/2027
mobile Status
Microsoft Exchange Valid 5/3/2027
. Valid
public folders WMSVC-SHA2 Valid 4/30/2032 Expires on: 8/1/2022
Renew
servers
Assigned to services
hybrid 1IS, SMTP
v

1 selected of 5 total

6 Controleer in Exchange of het certificaat erbij staat en klik het potloodje
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€] Exchangﬂe7Certirficate- Internet Explorer - 3

mail gettothecloud.eu [Certify] - 5/3/2022 12:35:26 PM to 8/1/2022 12:35:25 PM

general
. Specify the Exchange services that you want to assign this certificate
» services to. Learn more
W sMmTP
[T IMAP
[1POP

’ Save ‘ _ Cancel

#®100% ~

7 Selecteer SMTP en IIS en klik op SAVE
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